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No need to be a Mythos to do offensive security

Le Hack 2026 - Keynote - Patrick Ventuzelo



Le Hack 2026

Who am |

PATRICK VENTUZELO

e Founder & CEO of FuzzingLabs

e 10+ years in offensive research, fuzzing, and

automation

e Speaker & trainer at Black Hat US & EU,
REcon, OffensiveCon, PoC, etc.
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What happened
before Mythos?
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The Cyber-Al Storm

From ChatGPT to a classified weapon - 4 years

Nov 2022
OpenAl launches
ChatGPT

Apr 2023
DARPA announces
AIxCC
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AIXLCL

CYBER CHALLENGE

SEMIFINAL COMPETITION

OVERVIEW
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COLLABORATORS & PARTNERS

Google ANTHROP\C

@OpenAI

To help secure our critical infrastructure, teams created custom
CRSs that competed in the AIXCC Semifinal Competition.
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DARPA AIXCC — The Real Al Challenge ALxCL

e Launched in 2023, a 2-year challenge
to test Al autonomy in cybersecurity

e Teams built agentic systems to find,
exploit, patch, and validate bugs f o ¢ RO scverco

e Combined fuzzing, SAST, and
validation into self-orchestrated

ipeli 3] D
plpellnes ool DEF’Q}N DEFC@N
AUGUST 2023 AUGUST 2024 AUGUST 2025
i OPEN TRACK AND SEMIFINAL COMPETITION FINAL COMPETITION
o Flnals at DEFCON 2025 SMALL BUSINESS TRACK Top 7 teams $2 million each Winners announced
@) $22M IN prizes for fU"y SUBMISSIONS ;zgi‘;'::ftfg:l

3RD: $1.5 MILLION

autonomous systems
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The Cyber-Al Storm

From ChatGPT to a classified weapon - 4 years

Nov 2022 Aug 2024 Aug 2025
OpenAl launches AIXCC Semifinal DARPA
ChatGPT AIXCC Final

Apr 2023
DARPA announces
AIxCC
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The Cyber-Al Storm

From ChatGPT to a classified weapon - 4 years

Nov 2022
OpenAl launches
ChatGPT

Aug 2024
AIXCC Semifinal

Aug 2025
DARPA
AIXCC Final

Jan 2026 | Apr 2026
Anthropic | Anthropic
Claude Mythos
Code Preview
Security

Apr 2023
DARPA announces
AIxCC

Oct 2025

Aardvark (OpenAl),
CodeMender (Google)
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April 7, 2026 — Mythos arrives

e '"Thousands of high-severity vulnerabilities”
across every major OS and browser

@
e FreeBSD remote root under $50; Linux kernel PrO] eCt

privesc under $2,000

®
e Access limited to 11 founding partners + 40 Glas SWln g

vetted organizations

Securing critical software
for the Al era

Continue reading

e European not welcomed

April 7,2026 - Today we’re announcing Project Glasswing’, a
new initiative that brings together Amazon Web Services,
Anthropic, Apple, Broadcom, Cisco, CrowdStrike, Google,

JPMorganChase, the Linux Foundation, Microsoft, NVIDIA,
and Palo Alto Networks in an effort to secure the world’s most
critical software.
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The Cyber-Al Storm

From ChatGPT to a classified weapon - 4 years

Nov 2022 Aug 2024
OpenAl launches AIXCC Semifinal
ChatGPT

Aug 2025
DARPA
AIXCC Final

Jan 2026 | Apr 2026
Anthropic | Anthropic
Claude Mythos
Code Preview
Security
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Apr 2023 Oct 2025
DARPA announces Aardvark (OpenAl),
AIXCC CodeMender (Google)

Jun, 2026

Fable

Mythos 5 released

5 and
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June, 2026 - the cutoff

April 7 — Mythos Preview announced
June 9 — Fable 5 publicly released
June 12 — Commerce directive received
June 13 — all access cut

National security directive — no technical

justification. Even Anthropic's own non-US
staff lost access.

4 days.

From released to lockout.

Anthropic % X
The US government, citing national security
authorities, has issued an export control directive
to suspend all access to Fable 5 and Mythos 5 by
any foreign national, whether inside or outside
the United States, including foreign national
Anthropic employees.

The net effect of this order is that we must
abruptly disable Fable 5 and Mythos 5 f Voir plu

STATEMENT ON

The US government
directive to suspend access
to Fable 5 and Mythos 5

Statement on the US government directive to suspend a...




But wait, do we really
need Mythos?
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Do we really need Mythos?

Mythos on curl - 5 findings became 1

e 178K LOC scanned on curl master branch via
Alpha Omega program

e 5'confirmed" vulnerabilities reported — 1
confirmed CVE, severity LOW (3 false
positives, 1 just a bug)

e Previous Al tools (AISLE, Zeropath, Codex
Security) triggered 200-300 bugfixes incl ~12 GURL AN LIBEURL, SECURITY

CVEs over 8-10 months MYTHOS FINDS A CURL
VULNERABILITY

e 'l see no evidence that this setup finds issues
® MAY 11,2026 & DANIELSTENBERG ®® 33 COMMENTS

to any particular higher degree than the other
tools have done before Mythos." - Daniel
Stenberg

daniel.haxx.se/blog/2026/05/11/mythos-finds-a-curl-vulne
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http://daniel.haxx.se/blog/2026/05/11/mythos-finds-a-curl-vulnerability
http://daniel.haxx.se/blog/2026/05/11/mythos-finds-a-curl-vulnerability

Do we really need Mythos?

Public models reproduce Mythos findings

e 'The moat is moving up the Target Claude Opus GPT-5.4
stack — from model access to 4.6
validation, prioritization, and
remediation.” FreeBSD NFS (CVE-2026- Reproduced Reproduced (3/3)
4747) (3/3)
e https://blog.vidocsecurity.com/
blog/we-reproduced-anthropics- OpenBSD TCP SACK (27-year-  Reproduced Not reproduced
mythos-findings-with-public-mo old) (3/3) (0/3)
dels
FFmpeg H.264 parser Useful lead Useful lead
e Cost stayed under $30 per file
scanned.
Botan (CVE-2026- Reproduced Reproduced (3/3)
34580/34582) (3/3)
wo LfSSL (CVE-2026-5194) Useful lead Useful lead
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https://blog.vidocsecurity.com/blog/we-reproduced-anthropics-mythos-findings-with-public-models
https://blog.vidocsecurity.com/blog/we-reproduced-anthropics-mythos-findings-with-public-models
https://blog.vidocsecurity.com/blog/we-reproduced-anthropics-mythos-findings-with-public-models
https://blog.vidocsecurity.com/blog/we-reproduced-anthropics-mythos-findings-with-public-models

Small models, repeated, beat large models on cost

e Forthe price of 1 Opus
scan, run Flash Lite 21x. [ECUSIIEN QIES RS

PY "|f a |arge model ﬂnds Model Finding A Finding B Avg Findings Avg Cost Flash Factor

W|th 900/0 pI’ObabI“ty and claude-opus-4-6 7]7 5/7 ~260 ~$79 21.3x%
small with 50% but 10x

T claude-sonnet-4-6 5/6 2/6 ~1120 ~$122 32.9x
cheaper, use small.

claude-haiku-4-5 0/10 3/10 ~180 ~$7.3 1.9x
o gpt-5.4 7/10 4/10 ~$12 3.2x

gpt-5.4-mini 7/10 6/10 ~$10 2.7x

gpt-5.4-nano 1/10 3/10 ~$2.8 0.75x

gemini-3.1-pro 6/8 6/8 ~$55 14.8x

gemini-3.1-flash 9/10 10/10 ~$3.7

FUZZLNG


https://www.hacktron.ai/blog/why-mythos-doesnt-matter-for-us/
https://www.hacktron.ai/blog/why-mythos-doesnt-matter-for-us/
https://www.hacktron.ai/blog/why-mythos-doesnt-matter-for-us/
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Cloudflare tested Mythos on 50+ repos

e Mythos pointed at 50+ Cloudflare repositories through Project Glasswing

e What Mythos does uniquely well: exploit chain construction, proof generation

e "When we ran other frontier models through the same harness, they found a fair number of the
same underlying bugs." — Cloudflare Security team

e '"Patching faster does not change the shape of the pipeline that produces the patch."

Vulnerability discovery harness

FUZZING


http://blog.cloudflare.com/cyber-frontier-models

FuzzForge — our agentic validation system

FUZZFORGE OUTPUT

() Vulnerabilities (CVE)

Root Orchestrator - LLM

& Validated PoCs

— (U Reverse {Ir Fuzzing

=] CRA Report - SBOM

(] Emulation 4 Exploit

Y Knowledge Graph

Finding Category Location Severity Confidence

Root Command Injection in Diagnostic CGI Handler

vulnerability diag.cgi CRITICAL

The diagnostic ping endpoint concatenates the host form parameter into a she




Ok, but How to build it
myself?
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The building blocks

What you need to build a Mythos-equivalent

Do MEMORY
e Knowledge base, RAG, findings DB
% ToOLS
MCP servers, fuzzers, disassemblers
s MODELS
I fil l Open-weight LLMs (Gemma, Qwen, Hermes)
il HARDWARE
DGX Spark, Mac Studio, Ryzen Al

ORCHESTRATION
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The building blocks

Hardware is no longer the excuse

e NVIDIA DGX Spark — $4K, 128GB unified
memory, models up to 200B params; 2 units
via ConnectX — 405B

e Mac Studio M3 Ultra — up to 512GB unified
memory, runs 600B+ MoE models, best $S/GB

e AMD Ryzen Al Max+ 395 — from ~$2K, up to
96GB unified, mini-PC form factor (the cheap
entry point)

e What cost $200K/year of compute in 2024
fits in a <€10K workstation in 2026
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The building blocks

The open-weight models caught up

e Gemma431B — 6.6% — 86.4% on
T2-bench Retail (agentic tool use),
+1200% vs Gemma 3

e Qwen 3.6 Plus — beats Claude Opus
4.5 on Terminal-Bench 2.0 (61.6 vs
59.3)

e GLMS5.2

e Deepseek

e Minimax

e Heretic / uncensored models — no
guardrails for offensive research

e All fine-tunable on your own data with
Unsloth or Axolotl

@ unsloth

Artificial Analysis Coding Index

Represents the weighted average of coding benchmarks in the Artificial Analysis
Intelligence Index (Terminal-Bench Hard, SciCode)

4% Not currently available

©Q Reasoning models are indicated by a lightbulb icon



The building blocks

MCP - the standard that won

22

Introduced by Anthropic Nov 2024; now
adopted by OpenAl, Google, Microsoft

Python + TypeScript SDKs: ~97M
downloads/month; ~2,000 servers in
registry

Donated to Linux Foundation (Dec 2025) —
vendor-neutral standard

Offensive MCP servers: WireMCP
(Wireshark), Ghidra-MCP, RedTeam-MCP

The integration layer that connects models
to fuzzers, disassemblers, debuggers

\#

Cursor

(or WindSurf, or some
other desktop app)

Unified API

\

Model Context
Protocol

/

Unique API Unique API Unique API
=t
‘;,'{.' Local File System
Github Slack

FUZZING
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The building blocks

Introducing MCP Security Hub

e Curated catalog of MCP servers for offensive Fuzzinglabs/mcp-
security — automated security testing, reference security-hub
WorkﬂOWS, a” Open source A growing collection of MCP servers bringing

offensive security tools to Al assistants. Nmap,
Ghidra, Nuclei, SQLMap, Hashcat and more.

e github.com/FuzzinglLabs/mcp-security-hub

A9 ®3 77 588 % 79 O

Contributors Issues Stars Forks

Features

+ 38 MCP Servers covering reconnaissance, web security, binary analysis, blockchain security, cloud security,
code security, secrets detection, threat intelligence, OSINT, Active Directory, fuzzing, and more

» 300+ Security Tools accessible via natural language through Claude or other MCP clients
» Production Hardened - Non-root containers, minimal images, Trivy-scanned

+ Docker Compose orchestration for multi-tool workflows

CI/CD Ready with GitHub Actions for automated builds and security scanning

23


http://github.com/FuzzingLabs/mcp-security-hub

The building blocks

Memory - the component everyone forgets

24

Agents query a shared knowledge base of past findings, CVEs, tool outputs, user notes
RAG context turns a generic model into a domain specialist (Rust, Android, firmware...)
Reduces duplication, guides agent actions, improves task relevance over time

The difference between a one-shot scan and a system that learns

AGENTIC MEMORY: VECTOR vs. GRAPH RAG

VECTOR MEMORY

EMBEDDING
o TEXT/DATA [—| E¥0o02)
» : OQ..
/\/ 1o ® DENSE SPACE
/., AMETRIC DISTANCE
= SEMANTIC SIMILARITY
Fuzzy
MATCHING
FAST .- LIMITATION:
= SEARCH ,»° # MISSES MULTI-STEP

¢ " LOGIC (e.g., A>B~C)
W B L

CHAT LOG  UNSTRUCTURED
DATA

GRAPH MEMORY

ENTITIES =) EXPLICIT
RELATIONSHIPS MULTI-HOP
(EDGES) REASONING

COMPANY: FACTUAL

TECHCO ACCURACY
Tl EXPLAINABLE
S TOOL: PATHS
LLM
p EXAMPLE QUERY:
IND DEPENDENCIES, * COMPLEX SETUP
LIKE PROCESSES THAT (Entity Extraction)
SPAN ACROSS SEVERAL) o COLD START
ENTITIES PROBLEM

FUZZING
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The building blocks

Pick your agent framework

OpenClaw Hermes Agent
Self-hosted local agent, Self-improving, closed
MCP-compatible, skills learning loop (DSPy +
marketplace. Explosive GEPA), MCP-first,
growth, 470+ 200k+ stars

advisories in 6 months

' NousResearch/
hermes-agent

The agent that grows with you

OpenClaw | - o «m vx
Contributors Issues Stars Forks
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Google ADK

Code-first multi-agent,
Python/Go/Java/Ts,
model-agnostic,
enterprise-grade

aD,
<

FUZZING



Fine, What should | do
with it?
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What you can build

From Pattern Matching to Reasoning

[ J LLM'based SAST ® github-actions bot reviewed last week View reviewed changes

.
o Analyzes ASTS' nOt JUSt [REDACTED] /src/proxy/mod. rs 4 Hide resolved
regex patterns 299 + fn build_target_url_internal(req: &Request<Body>, host: &str) -> Result<String> {
. 300 + let scheme = if host.starts_with("127.0.0.1:") || host.starts_with("localhost:") {
e Rule synthesis 01 nttp"

302 + } else {

o Infers vulnerability patterns
automatically o _
. w» Security Issue: The proxy handler constructs target URLs from user-controlled host headers without
o PrOd uction too | S. C I au de COd e sufficient validation, allowing Server-Side Request Forgery
Review, Semgrep Al, AISLE, Rule: (857
Zeropath, Codex Security Tool: Claudecode Al

github-actions bot last week

Exploit Scenario: An attacker can set the Host header to internal addresses like '127.0.0.1:8080' or
'metadata.google.internal' to access internal services. The code only checks for localhost/127.0.0.1 to determine

[ S‘ten berg / Cu rl 200-300 bugﬁxes http vs https but doesn't block internal network access
from these tools in 8-10 months Recommendation: Implement strict allowlist validation for target hosts. Block private IP ranges (10.0.0.0/8,
. ! 172.16.0.0/12, 192.168.0.0/16), link-local addresses, and cloud metadata endpoints. Consider using a URL parsing
""1 2 CVES pU bl |Shed library that validates against SSRF patterns
® 2 1
e Real-world adoption:

o Claude Security Review

S Al
. o Semgrep Fuzz!gg

Claude Code Review - GitHub



https://claude.com/blog/automate-security-reviews-with-claude-code
https://github.com/anthropics/claude-code-security-review

What you can build

From harness synthesis to exploit generation

Agent Tools Validation

° Harness SyntheSiS Environment Fof Agent To.ols
o  Auto-generate fuzz entrypoints A , I
from source or APIs <> 3
e LLM patching Hardemng T — \QEERY Validator

o Generate candidate fixes from
exploit traces

e Automated validation

CodeMender

@

Patch
Review

o Re-test PoC for functional ':]

Scan the Discover

Codebase Vulnerabilities

GIT
REPOSITORY

correctness

~
i

e Continuous Feedback i@
o Each validated patch improves e
next iterations

Aardvark

i Code
Repository

VALIDATION
SANDBOX

Revalidate

e Examples: - | {:}
o CodeMender

Human Review

28

Patch
With CODEX

o OpenAl Aardvark



https://deepmind.google/blog/introducing-codemender-an-ai-agent-for-code-security/
https://openai.com/index/introducing-aardvark/

What you can build

Agentic reverse engineering

e Function annotation LaurieWired/
o  Automatic naming of stripped .
binaries from behavioral analysis Ghld raMCP
e Crypto & protocol detection MCP Server for Ghidra
o Identify patterns, structures,
vtables, custom protocols A9 ©®48 Y9k ¥ 957 O

Contributors Issues Stars Forks

e Hypothesis generation

o Agents propose attack surface &
exploitation paths — humans
validate

e Tools: Ghidra-MCP, Binary Ninja +
LLM, Idasq|

ghldraMCP



And WHY should | make
the effort
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Why you should equip yourself

What still doesn't work - and that's OK

LLM non-determinism

same prompt, different outputs, even at

temperature=0

Benchmarks are immature

CVE-Bench, CAlBench, XBOW — useful signals,
not gospel

Hallucinations persist

~26.5% fabrication rate on Qwen 3.6 Plus for
complex code reasoning

Defeating Nondeterminism in
LLM Inference

Horace He in collaboration with others at Thinking Machines

Sep 10, 2025

28%

genesis
DeepSeek V3.1, temperature=0

72%
The story of Thinking Machines Corporation begins
70%
not in a age , but in the rarefied air of
17%
mind
12%
abstract
0.2%
cerebral

FUZZING
(CABS



Why you should equip yourself

From vulnerability to exploitation

e Mean TTE went from 2.3 years From Vulnerability to Exploitation

(2018) to 8 hours (2026) e
e 73.2% of CVEs are now exploited

BEFORE public disclosure (vs 31%

five years ago) \
e 67.2% of exploited CVEs in 2026

are zero-days (vs 16.1% in 2018) \
e Weaponized exploits per week \
trending up — no plateau yet o -
e https://zerodayclock.com/ \

\53d
| __ | = 21.5d o
EV P Ry PSP S o —
2018 2019 2020 2021 2022 2023 2024 2025 2026
Time-to-Exploit Milestones 500+ confirmed-exploited CVEs (CISA KEV + VulnCheck KEV, with VulnCheck XDB timestamps for early-year CVES) ® zerodayclock. com

Projected year when median TTE crosses each threshold — extrapolated from observed 2018-2024 trend

REACHED REACHED REACHED REACHED PROJECTED PROJECTED


https://zerodayclock.com/

Whatever side you're on, you need this

@ If you defend 4 If you attack

33

Attackers already have it (Hexstrike on the
darkweb, day one)

The exploitation window is now ~1 day
o you must match their speed

Al-augmented triage is the only way to keep
up with the CVE flood

Waiting = falling behind by default

This is your edge — scale what a single
human can't

Reproduce n-days in minutes, not days
Cover more attack surface per engagement

The data flywheel: each analysis makes the
next faster and better

FUZZING
LA
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Why you should equip yourself

Where to start — Monday morning

Clone an agent framework

OpenClaw or Hermes Agent — running in
minutes

Plug in MCP tools
WireMCP, Ghidra-MCP, or the MCP Security Hub

N
Add a model
Gemma 4 or Qwen 3.6, local on your
workstation
J
N
Point it at a target
Start with an n-day: a CVE + its commit fix
Y,

FUZZING
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You don't have to be a Mythos.

You just have to keep building.

FUZZING



FUZZING

Let's Connect!
Talk: No need to be a Mythos to do offensive security

Patrick Ventuzelo
Fondateur & CEO of FuzzingLabs

patrick@fuzzinglabs.com
fuzzinglabs.com




