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Who are we?

e Patrick Ventuzelo (@Pat Ventuzelo) e Tanguy Laucournet
o  CEO &Founder of Fuzzinglabs o  Security Engineer
o  Senior Security Researcher o  Blockchain/OSINT expert
e Specializedin e Specializedin
o  Fuzzing, vulnerability research, and reversing. o  Blockchain, cryptocurrencies, NFTs, etc.
o  Rust, Go, Blockchain, Wasm, & Browser security. o  Scripting & Python development for data analysis
o  Speaker & trainer at various security conferences: o Investigations, profiling, de-anonymization
m BlackHat USA, OffensiveCon, REcon, etc. related to blockchains and decentralized networks
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https://twitter.com/Pat_Ventuzelo

Introduction to IPFS
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Inter Planetary File System (IPFS)

IPFS

Peer to Peer Model
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e |PFS
o Inter Planetary File System HTTP
o Protocol, hypermedia and file sharing Client - Server Model
o Peer-to-peer (P2P) network -
m basedonlibp2p r L
o  Distributed file system = =
o  Content Addressing /
L] 2 = L]
e History T =
o Introduced in 2014, is developed by /Se”’er\
Protocol Labs. — —
| ) | )
e |PFSin2023: Client

e
|
i

Peer

o  ~30k nodes annual
o 90% using kubo (Go client/node)
o  509% are located in the US I P FS
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https://docs.libp2p.io/
https://github.com/ipfs/kubo

Location addressing

VS

Content addressing

Location addressing
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35.185.224.76  145.15.211.54  66.268.98.478
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https://website.com/site/ logos/mylogo.jpg
https://hack.lu/site/ logos/logo.jpg

DNS

website.com -> 145.15.211.54
hack.lu->66.268.98.478
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IPFS in the wild
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IPFS in the wild
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EXAMPLE: POWERSTAR IPFS Variant

“Charming Kitten appears to be straying from their previously preferred cloud-hosting providers (OneDrive,
AWS S3, Dropbox) in favor of privately hosted infrastructure, Backblaze and IPFS, to deliver their malware.
In this version, POWERSTAR initially tries to retrieve its C2 server by decoding a file stored on the IPFS.
POWERSTAR contains a list of IPFS gateways it tries, in series, to retrieve a hardcoded CID containing a
subsequent C2 address to use” - source

function getDomaini{
$DoList = "ipfs.io;dweb.link;gateway.ipfs.io;ipfs.infura.io;infura-ipfs.io;ipfs.eternum.io;hardbin.com;
cloudflare-ipfs.com;cf-ipfs.com;gateway.pinata.cloud;2read.net;ipfs.2read.net"
$wc = New-Object system.Net.WebClient;
$DoList=$DoList.Split("';")
:loopl
Foreach($item in $DoList){
try
$return_val = $wc.DownloadString("https://$item/ipfs/$global:hashish");
break :loopl

catchq
$return_val="NO"
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https://www.volexity.com/blog/2023/06/28/charming-kitten-updates-powerstar-with-an-interplanetary-twist/

EXAMPLE: IPSTORM

“IPFS is currently being abused by IPStorm malware, a botnet that controls Windows, Android, Linux, and Mac
devices. The malware was initially identified by Anomali in May 2019. It is written in Go and uses IPFS for
communication of the nodes and sending commands to the infected devices. A comprehensive analysis of the

malware is provided by Bitdefender whitepaper”

Ratio of IPStorm nodes

Malicious: 4.9%

Benign: 95.1%

IPStorm Tracker

FHZZ'NG © FuzzinglLabs -

Victim
node in,
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https://www.bitdefender.com/files/News/CaseStudies/study/376/Bitdefender-Whitepaper-IPStorm.pdf
https://www.cs.unipi.gr/kpatsak/ipstorm/ipstorm_tracker.html

How Alice can upload on IPFS?

e Whatis Pinning? =
o  Referstoinstructing a node —= IPFS
(whether local or a service) to retain o Network
an object for an indefinite period. == S—
J P Pinning _ ﬁ
Service ==
e Localnode

o  github.com/ipfs/kubo O

= O

e Centralized services Alice
o  Keep private information about the
user doing the pinning request
o  Examples: Pinata, Infura

=0 ="
Er
e Decentralized services

o Anyone can see who (wich address) Local node
made the pinning request
o  Examples: Filecoin, Storj

]

|

]
~—
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https://github.com/ipfs/kubo
https://www.pinata.cloud/
https://www.infura.io/product/ipfs
https://filecoin.io/
https://www.storj.io/

IPFS upload in details - IPLD creation

1. Create IPLD
structure

Qme.. .Kft Qms...bWP

(¥

QmV...br3

Qmw...35T

)
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Content Identifier (CID)

¥

«$

y-

&

e Content Identifier (CID)
o  Used to identify files and directories
o  Each CID contains
m Base, version
m Codec
m  Unique cryptographic hash of the content
o  CIDinspector: cid.ipfs.tech

>Lhash-size> {hash-content>

Start with “Qm™ and has 46 chars CidvO P.le

(BQmSnuWmxpt TZLTpKRarxBMS 2T u20ANVrgbr2ibiedb2D

\L Base5%-bte decode ! We keep the Q" when olecool]nf,

0:1220422 896 alce ¥ 2aTblecObadFetd e 2 8 E6TdRI55E E473d5e 8 Fal FatfePaled3e

\
Hash size in bytes \L
(32 bytes in this case) Hash content
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IPFS

CID Docs Spec Tutorial

QmSnuWmxptJZdLIpKRarxBMS2Ju20ANVrgbr2xwWbie9b2D

HUMAN READABLE CID
base58btc - cidv0 - dag-pb - (sha2-256 : 256 : 422896A1CE82A7B1CCOBA27C7D8DE28!

MULTIBASE - VERSION - MULTICODEC - MULTIHASH (NAME : SIZE : DIGEST IN HEX

MULTIBASE

implicit

NAME
base58btc
MULTICODEC
0x70

daétpb

RIPTION

MefkleDAG protobuf

MULTIHASH
ODE

0x12

NAME

sha2-256

BITS

256

ZQMSnUWmXptJZdLIpKRarxBMS2Ju20ANVrgbr2xWhie9b2D

CID BYTE LENGTH
AS BASES8BTC STRING (BYTES
46

CIDV1 (BASE32)
bafybeiccfclkdtucubydyc5cpréy3yuinr67svmiid6v5cfcrkpd47ihehy


https://cid.ipfs.tech/

Inter Planetary Linked Data (IPLD)

Structure for addressable Folder A QmQ...4my
and linkable contents —__

] —
Based on CID to identify each

chunk of data

Files can be separated into —‘@
chunks that are stored and
addressed individually @ @ @

__ Qme...Kft  Qms..bWP  QmV...br3
Use different merkle dag to
link those chunks together
(dag-pb, dag-cbor, etc)

DAG builder: dag.ipfs.tech QmX...ccR Qmq...prt Qme...7xK

HIZZING © FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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https://dag.ipfs.tech/

IPFS upload in details - Files upload

1. Create IPLD
structure

Qme.. .Kft

(¥

Qms...bWP

QmV...br3

Qmw...35T

)

FUZZING
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Node
12D...y7T

L

2. Upload to
node

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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IPFS upload in details - Records creation

Node
12D...y7T
1. Create IPLD ==
structure =
2. Upload to L
node

[ amg. amy N
]

QmQ...4my 12D...y7T

@ Qme.. Kft 12D...y7T
Qme.. .Kft Qms...bWP QmV...br3 Qmw...35T

k / Qms...bwP 12D...y7T

QmV...br3 12D...y7T

Qmw...35T 12D...y7T
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IPFS upload in details - Records sharing

1. Create IPLD
structure

Qme.. .Kft

(¥

QmQ...4my

]

Qms...bWP

&

QmV...br3

Qmw...35T

)
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Node
12D...y7T
=
2. Upload to L
node

QmQ...4my 12D..
Qme...Kft 12D..
Qms...bWP 12D..
QmV...br3 12D..

Qmw...35T 12D..

YT

YT

YyiT

7T

7T

4. Share
records

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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(If PeerlID close to
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How Bob can read a file from IPFS?

e Localnode

o  Direct access to the network Gateway
o Download IPFS
| ipfs get <CID> Network (e =)
o Read e =)
] ipfs cat <CID> 'l@ lI II
/ — == Browser
® Gateways: (Bz:,oetc.)
o Access to IPFS over HTTP T ® O
” o = (::)
22" Pinata Bob
e
CLOUDFLARE’ — —
L |
e Browsers = =

o  Easy Ul access of IPFS
m viaexisting gateways
m vialocal node

O

@ brave oweo

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023

FUZZING
(LABS

i

Local node

p2p

17



Looking for a object in IPFS DHT

Local or
service node

FUZZING
(LABS

1. Do you have A record

2.No, ask to 5 heis closer

3. Do you have A record

4.Yes, | ishosting A

5.Giveme A

6.Send A

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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........................ A CID PeerlD

Oxffff...
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How to monitor IPFS links/CID?

© FuzzinglLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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IPFS links/CID - Where to find them & what to learn?
LBlockchaﬂ 7:@
manil SIPR
/[ - J \ ajdre[ssj
/ ( URL Scomne_r

Where to find
IPFS Link / [&oogle Dork Date
¢Ib
Welos te j /
FONMS/ USCMame
Telegf‘am

HIZZING © FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023 20



IPFS links/CID - Examples in the wild

. Writte n o n th e b lockch a i n re lated to N FT Txn Type: 2 (EIP-1559) Nonce: 161 Position In Block: 74
with time stamped and signed ¢ e Tps  m
. . 0 node bytes32 0x9alec09e0f1e0889499c3b9a3dc07995a7cecd72b6dcddbel93a58727e7fd24d
transactions associated. N
-> date & blOCkChain add ress 2 value string  https://rainbow.mypinata.cloud/ipfs/QmTASFX71c4S9FMkmbPvyyKbwtmNeGG7SvFBDTYpGSceeA

e Analysed with scanning tools like

AR FEEFERE -

https://d.tube/#!/v/sagar.kothari.88/0mYUFogsvquP9yNHTdO6]MV

VirusTotal this could give information. it Tl
> date first seen sagarkothari.g8

SUBSCRIBE (] i

e Shared on different “archive” and social

media website(LibGen, Dtube, etc.) Published on Jan 8, 2022 % : B RAFTRBE— LA, BRESHIET USRI
- date & username il
-
6 (@ 6 security vendors flagged this URL as malicious
[ ) S h a red i n fOru ms an d d iSCUSSionS 90 :\;;:?o//ipfs iofipfs/Qmevihk7TSw2wRhZJZI2gEMB2uKIYZ 1gmSghJMpKHMw
channel (Telegram, discord, etc.) -
> date & username S—_a
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https://d.tube/#!/v/sagar.kothari.88/QmYUFogsvquP9yNHTdQ6jMVLp6FTs7GG13xh7uN2o5qUvk
https://d.tube/#!/v/sagar.kothari.88/QmYUFogsvquP9yNHTdQ6jMVLp6FTs7GG13xh7uN2o5qUvk

FUZZING

OSINT & CTI
What if files are not available anymore?
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What if files are not available anymore?

e Censored (410)
Gateways block the access to “malicious” CID o  Root cause:

e TIPS

o

o
o

410 Gone

e Unavailable (504)

m  Hosting nodes are not accessible
m  File has never been on IPFS

The content that you requested has been blocked because of legal, abuse, malware or

security reasons.

If you feel that this content has been blocked in error, please contact abuse@protocol.ai. [ ] TI PS

Include the full URL and, if applicable, the reason why it should not be blocked.

Use another gateway
Direct download of the file using local node

70770 tested

Online

FUZZING
(LABS

CORS

s/ @:

as»» g

in Blo

[ < I < I < I < I < I < I < |

/CAR

Country ~ Hostname

L

o  Use Wayback Machine with gateway url for a CID
o  Look forthe equivalent file signature on other
content addressable networks.
m Filecoin, Arweave

INTERNET ARCHIVE
mﬂ“n“u"mm}"mﬂ Explore more than 841 billion web pages saved over time
ipfs.iofipfs/QmSnuWmxptJZdLIpKRarxBMS2Ju20ANVrgbr2xWbieSb2D

ar

fiees « Collections -+ Changes -+ Summary -+ SiteMap - URLs
6.07s
e.115 Saved 9 times between January 18, 2020 and April 1, 2023.

0.125

0.125

. | | | || | |

b 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 [PAVP¥A 2023
e.185

0.215

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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How to find IPFS file variants?

© FuzzinglLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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How to find IPFS file variants?

QmQ...4my

=

QmX...ccR Qmg...prt Qme...7xK

HIZZING © FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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IPLD similarity in action - Same JPG

QmQ...4my Qme...90X

QmX...ccR Qmg...prt Qme...7xK

HIZZING © FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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Qme...pkP
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IPLD similarity in action - Same chunks of bytes

QmQ...4my Qme...90X

AN
cl)g Qmc...yX8 B;L
Qme...Kft Qms...bWP QmV..br3 —FN_ o Qme...pkP
__________ ‘ ‘
11 01
QmX...ccR Qmg...prt Qme...TxK Qmd...920

HIZZING © FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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OSINT & CTI
How to retrieve files from I0Cs?

© FuzzinglLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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Correlation between IOC and CID

e Reminder
e CID contain SHA256

e Use-case examples:
o  Retrieve file from hash
o  Improve network detection

CID INEO

bafkreibkayha3mkvqrdakb36épatqwrnymj6cv3ppka5sn7dozlzpmsbaem

base32 - cidv1 - raw - sha2-256~256~2A060E0DB155844605077E78270B45B8627C2AEDEF503B26FC6ECAF2F6742023

12322A060EODB155844605077E78270B45B8
627C2AEDEF503B26FC6ECAF2F6742023

1 4 @ 14 security vendors flagged this URL as malicious (D) 31security vendors and no sandboxes flagged this file as malicious
- 189 https://bafybeicw4jjag57bk3czji7wjznkkpbocg27qk3fjvghskrbrfigbksr2a.ipfs.w3s.link/Nills.html

bafybeicw4jjags7bk3czji7wjznkkpbocg27qk3fijvghskrbrfigbksr2a.ipfs.w3s.link

application/json

Community Score

FUZZING
(LABS

2a060e0db155844605077e78270b45b8627c2aedef503b26fcéecaf2f6742023
2a060e0db155844605077e78270b45b8627c2aedef503b26fc6ecaf2f6742023.rtf
9 rtf

Community Score

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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EXAMPLE: From IOC SHA256 hash to IPFS CID

MalwareBazaar Database 4 ipfs.io/ipfs/bafkreicgbi3sa42n6u4jdq3didoag4jc24yqgul74v5xyns. I < %

® Notion @ IPFS e neodj@neodj://l... W ipfsinfo

You are currently viewing the MalwareBazaar entry for SHA256
460a3720734df53891c36340dc037122d73103517fe57b7c36480dfae3c0f4d7. While MalwareBazaar tries to identify whether
the sample provided is malicious or not, there is no guarantee that a sample in MalwareBazaar is malicious.

Intelligence @ 10Cs YARA @ File information Comments
SHA256 P460a372O734d153891c36340dc037122d731035l7fe57b7036480dfa9300f4d7 I =I Microsoft
hash:
‘ Sign In
Email, phone, or Skype
HUMAN READABLE CID
base32 - cidv1 - raw - (sha2-256 : 256 I460A3720734DF53891C3634ODC037122D73103517FE57B7C36480DFAE300F4D7‘ Noacrolniz
MULTIBASE - VERSION - MULTICODEC - MULTIHASH (NAME : SIZE : DIGEST IN HE)

Create one!

CIDV1 (BASE32)

[Patkreicgbissad2noudjdq3didoaga) c24yqgul/74voxynsibxsonqnu2a | @, Sign in options

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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FUZZING

OSINT & CTI
How to monitor IPFS nodes?

© FuzzinglLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023
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Nodes/PeerID analysis

e Getthe peers hosting a file (return PeerlIDs):
o ipfs dht findprovs <CID>

e Gettheidentity of a peer:
0 ipfs id <PeerID>

e How to use informations: “Agentversion
o Publickey Yoot |
m  Compute IPNS (DNS for IPFS) ;
o  Addresses
m |PRecon (Shodan. etc.)
o  AgentVersion
m  Fingerprint
o  Protocols
m  Monitoring PubSub topics/messages

e Example: IPStrom
O AgentVersion: storm

HIZZING © FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023 32



Network Monitoring: IPFS Crawler (Nebula

Online Peers (last crawl)

899

go-ipfs Agent Version Distribution

Online Peers (now)

7699

Complete Agent Version Distribution

na.
— goipfs/0.8.0/48194e2
00-#pf8/0.8.0/28bes0ceS
-—goipfs/0.8.0/
other
storm
hydra-booster/0.7.3
- goipfs/0.7.0/
- goipf8/0,8.0/ce693d7
- goipl8/0.7.0/ea77213
gopls/0.9.0/

Crawl Results

== Total Peers
== Dialsble Peers

== Undislable Peers

FUZZING
(LABS

Offline Peers (last crawi)

Peers to dial in the next minute

1675

Connection errors (last crawl)

Supported Protocols (count >= 200)

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023

jo_timeout
peerid_mismatch
connection_refused
context_deadline_exceeded
no_public_ip

unknown
protocolnot_sepported
no_good_sddresses
no_route_to_host
max_dial_attempts_exceeded

natwork_unreachable

Moodsub/1.0.0
fipts/bisswop
fipts/biswop/1.0.0
fipts/disswap/1.1.0
Nipls/bitswap/1.2.0
fpls/id 0.0
Npts/id/pash/1.0.0
Npfs/ked/1.0.0
fipteNlanykad/1.0.0
fipts/ping/1.0.0
Mibp2p/autonat/1.0.0



https://github.com/dennis-tra/nebula

Continuous monitoring of nodes & files

e |PFS does not store any “historical” information about peers or objects IPFS Network

e By monitoring the DHT & Bitswap constantly we can: — —
o Know who was the first peer hosting a file = )
o  Know when this file was first seen on the IPFS network /
o  Getall the CID composing the IPLD structure and check if some of them are

o

e Asfor most decentralized (Tor, Bittorent, etc.) the best way to get as much
information as possible is to understand the protocol, setup a sufficient
amount of nodes in the network and make them logs the information

already known (existing CID or computed from an I0C)
Track the nodes joining and quitting the network
Track all the PubSub topics used by the nodes \

And more...
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you are interested in.

FUZZING
(LABS

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023 34



FUZZING
(LABS

Conclusion & Future

© FuzzingLabs - IPFS OSINT & CTI - Hack.lu/CTIl summit 2023

35



Conclusion & Future

e |PFS
o  Decentralized P2P network built on [ibp2p
o  Based on content addressing where objects are identified with hash of their content (CID) and structured using |PL

e OSINT/CTI can be applied at different levels

o  CID/links diffusion
o  File content and structure
o  Nodes fingerprinting
o  Global monitoring
m Ifyour company doesn’t need ipfs, block all the common gateways LIBP2P
e Current Fuzzinglabs research
o Monitoring InterPlanetary Name System (IPNS) arweave
o Monitoring IPFS PubSub usage and actors (rendezvous, etc.)
o  Other web3 decentralized storage network (Arweave, Swarm, etc.) o
o Integration of IPFS inside FuzzingLabs OSINT plateform on sSwarm
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https://docs.libp2p.io/
https://docs.ipfs.tech/concepts/content-addressing/
https://ipld.io/docs/
https://ipfs.github.io/public-gateway-checker/
https://docs.ipfs.tech/concepts/ipns/
https://docs.libp2p.io/concepts/discovery-routing/rendezvous/
https://www.arweave.org/yellow-paper.pdf
https://www.ethswarm.org/

Thanks for your time! Any questions?

Patrick

e Twitter: @Pat Ventuzelo
e Mail: patrick@fuzzinglabs.com
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https://twitter.com/Pat_Ventuzelo
mailto:patrick@fuzzinglabs.com

