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Summary

e Introduction to Blockchain & NFT

e Web3 OSINT
o On-chain & Off-chain
o  Example

e Use-cases

o  Public Personality Profiling & Analysis
m  Bernard Arnault & family

o Rug-Pull Victims Identification
m  Frosties
m  Animoon

o  Tornado Cash
m  User statistics & Deanonymization

e Conclusion & Future
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FUZZING

Who are we?

e Patrick Ventuzelo (@Pat_Ventuzelo) e Tanguy Laucournet

o  CEO &Founder of Fuzzinglabs o  Security Engineer
o  Senior Security Researcher o  Blockchain/OSINT expert
e Specializedin e Specializedin
o  Fuzzing, vulnerability research, and reversing. o  Blockchain, cryptocurrencies, NFTs, etc.
o  Rust, Go, Blockchain, Wasm, & Browser security. o  Scripting & Python development for data analysis
o  Speaker & trainer at various security conferences: o Investigations, profiling, and de-anonymization
m  BlackHat USA, OffensiveCon, REcon, etc. related to blockchains
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https://twitter.com/Pat_Ventuzelo

Introduction to Blockchain & NFT
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Peer-to-peer (P2P) network

e  “Blockchains are politically decentralized (no one controls them) and architecturally decentralized (no
infrastructural central point of failure) but they are logically centralized (there is one commonly agreed state
and the system behaves like a single computer)” - Vitalik Buterin

N " Node k g Node
s‘(:;:;“ (b) (c) L;mn;:

Fig. 1—(a) Centralized. (b) Decentralized. (¢) Distributed networks. ‘ Node
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https://medium.com/@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274

Block + chain

e Addresses
o Publickey
o Unique identifiers

m  Ex: 0x21a06d452a1f49f55635ecac61348df606ed9bae

e Transaction

o Interaction between participants

o  Ex:Address A send money to Address B
e Block

o  Setof transactions between accounts

e Blockchain
o  Series of blocks
m  each linked to the previous block
o  Immutable public transaction ledger
o  Stored forever in the blockchain
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What is Ethereum?

Ethereum is a decentralized platform that runs smart contracts: applications that run exactly as
programmed without any possibility of downtime, censorship, fraud, or third-party interference.

Created by Vitalik Buterin, Gavin Wood, etc. ‘

Open source v

|
EVM — WAL

Decentralized cryptocurrency oy —d

Decentralized network (P2P) \

ethereum
o launched on 30 July 2015
a=>F

o  Public data 24 hours a day, 7 days a week.

- ~
Consensus -

o  Proof of work (PoW)
o  Since September 2022: Proof of Stake (PoS)

~N

/
-
\

N

Ethereum Virtual Machine (EVM) —
o  Sandboxed virtual stack machine -

g |
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https://github.com/ethereum/

What is a Smart Contract?

e “Asmart contract is a computer program or a transaction protocol which is intended to automatically
execute, control or document legally relevant events and actions according to the terms of a contract or an
agreement. The objectives of smart contracts are the reduction of need in trusted intermediates,

arbitrations and enforcement costs, fraud losses” - Wikipedia +|
@
e Ethereum Smart Contracts [R'Ziiiej L;;iie]
o  Written is Solidity. Seodhies Bles ®

® )
o  DApps (Decentralized Application) [ ) R | ()
m Stored on the blockchain State value
smart-contrac

m Executed by the EVM

Create
Transactions

Markets & Tracking & Self-Sovereign Automated
Liquidity Authentication Identity Agreements e SR ONS

Token- G & D Uncensored Included in a Block
Incentivized overnance o Activity &
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https://en.wikipedia.org/wiki/Smart_contract

What is a NFT (Non-fungible token)?

e An NFT (Non-fungible token) is a digital asset that can
be used to represent all kinds of things on a blockchain.

o  ERC-721 standard
Token ID Owner's Address
12
Token ID Token Meta Data URI
12 ipfs://bafybeic3uiddj5d...tefgg/metadata.json

e Key features:

FUZZING
(LABS

o

o
o
o
o

Immutability
Transparency

"name": "my cool avatar #12"
descnphon "very cool ninja avatar"
"image": "ipfs://bafybeihhii26gwp....dI3fg/ninja-avatar. png

Can be owned and transferred

Indivisible
Uniqueness
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Web3 OSINT
Usage & Analysis

© FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023

10



Web3/Cryptocurrencies OSINT in the wild

PRESS RELEASES

U.S. Treasury Sanctions Notorious Virtual

Five Charged in France With $2.5M
Fraud Targeting Bored Ape NFT

Currency Mixer Tornado Cash Owners

link
link2
link3

FUZZING

Council of the EU Press release 16 May 2023 10:30 e By Will McCurdy,

Anti-money laundering: Council adopts rules
which will make crypto-asset transfers

traceable

The EU is making it more difficult for criminals to
circumvent anti-money laundering rules via crypto
currencies. Today the Council adopted updated
rules on information accompanying the transfers
of funds by extending the scope of the rules to
transfers of crypto assets. This ensures financial
transparency on exchanges in crypto-assets and
provides the EU with a solid framework that
complies with the most demanding international
standards on the exchange of crypto-assets,
ensuring that these are not used for criminal
purposes.

Noted online crypto sleuth "ZachXBT" played a key role in helping French authorities
uncover the fraudulent Bored Ape NFT scheme.

) Oct 13, 2022
® 3 min read

The EU is making it more difficult for criminals to misuse crypto-
assets for money laundering purposes

© FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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https://home.treasury.gov/news/press-releases/jy0916
https://www.consilium.europa.eu/en/press/press-releases/2023/05/16/anti-money-laundering-council-adopts-rules-which-will-make-crypto-asset-transfers-traceable/
https://decrypt.co/111851/five-charged-france-with-2-5m-fraud-targeting-bored-ape-nft-owners

Wallet Address to Identity - On-Chain analysis

o

~
Address related to
The previous one

Who Funded
the address

\\
; Timezone, Active \
\ doys/hours ... o Resolving

Address

Testnet
Activity

Check the blockehain
used —_ Blockahains

Usemame and User
info: Twitter, Discord,
wail, website ...

Event
Po\r‘t}c‘»p/
6,eo| oc
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Example: Analysis of the 0x116cef...

e Address: 0x116cefda507b6e7be67baa27b31b5f5ceabeal54
o  Mentioned in Aleno’s blogpost about the Euler hack

For each address, we conducted a behavioral and transactional analysis to e e
analyze the habits of the addresses and we found that 0x116ce has really l @
suspicious behavior. - =
s 3) K
M lt' h . . t t. 0x21a06D452a1f49f55635ECAC61348 Oxeb0DIC33501cf39527b2e246b31D

® utti-cnain interactions

o  Exchange ETH over Ethereum @ l iy Q /o ; &

o  Exchange BNB over BNB Smart Chain b v x

o Exchange NFT over Ethereum B _ g

0f5060c5Bf18AdS0132eF4cIfEESDS... 0-570l(ddllbedc3:434bd498468(9b,v
o Isitenough to assume there are linked together? l ®/ J
L

2} EE’ }

ZZ'NG 0x766F09fd7d7DESE258d 1c5de24928. x116cefdaS07b6e7be67baa27b31b5
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https://etherscan.io/address/0x116cefda507b6e7be67baa27b31b5f5ceabea154
https://medium.com/@aleno.ai/inside-the-euler-finance-attack-tracing-the-path-of-the-hackers-298f9ed45a12

Example: 0x116 relationships

o Isitenough to assume there are linked together?
Depends of how strong is the wallet’s relationship
In this case, we have in/out transactions with 0x766F

o
O

|.e. 0xd67e50d7b8aea25d28e8397af845da808fb47bal

4= Latest 6 from a total of 6 transactions

& Export Current Page Data v W Advanced Filter <7 v

L
Hx’

0x93de8bcd2ffflfdba2dcd 18546849,

H

0x21a06D452a1f49f55635ECAc61348

B
e

0xeb0DICFI3501cf39527b2e246b31D

H 2

0xf5060c58f18Ad50132eF4cIfEESDS 0xf701cdd11bedc32434bd498468f9b..

]

Method @ Block Age From To Value . .
AnySwapOut.. 17137807 60 days 1 hr ago 0xd67e50...8fb47BA1 out Multichain: Router V6 0.101 ETH H{ Hs’
0x766F09fd7d7DESE258d 1c5de24928... | Ox116cefdaS07b6e7be67baa27b31bs
Transfer 17137707 60 days 1 hr ago 0x116cEF...eAbEa154 N 0xd67e50...8fb47BA1 0.01112823 ETH ‘ ‘
005 ETH v 2 min 0.01ETH v
dc|ou/
Transfer 17137696 60 days 1 hr ago 0x766F09...30344d6B IN | 0xd67e50...8fb47BA1 0.052856 ETH
Y g Apr-23-2023 - Apr-27-2023
A 01:05 PM 0107 PM
Deposit 17043001 73 days 10 hrs ago  0xd67e50...8fb47BA1 out Tornado.Cash: Router 1ETH
0xd67e50d7bBaEA25d28E8397AFBASd
Deposit 16981867 82days4hrsago  0xd67e50...8fb47BA1 ouT Tornado.Cash: Router TETH
| l Ap-27-2023
Transfer 16981854 82days4hrsago  0x526b78..20081D24 IN | 0xd67e50...8fb47BA1 0.00980455 ETH On Y 6 01:.2F PM
tTransactions g
0x2b7E2EB408A1d984513e75cbffA00..
FHZZ'NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023 14


https://etherscan.io/address/0xd67e50d7b8aea25d28e8397af845da808fb47ba1

Example: Wallet’s ENS relationships

e Addresses: H

Ot s Ovchain
o  0x21a06d452a1f49f55635ecac61348df606ed9bae [
o  0xf5060c5Bf18Ad50132eF4c9fE65D52eBCc55¢e025 g ;
o  0x766f09fd7d7de5e258d1c5de2492b2d530344d6b e g Fa wE =
e Domain Name Lookup X Y
o ENS B, E:

o  Unstoppable Domains

- 0xf5060c56 f18AdS0132eF 4c9fEE5DS. 0xf701cddl1bedc32434bd498468f3b
-dl

mariaipatova % l l
T U "
Result for:  mariaipatova.eth E
: H

rrrrr raipatova. eth

0x766F09fd7d7DESE 258d1c5de24928 0x116cefda507b6eTbe67baa27b31b5.
Overview of ENS 'i. //
MO\FUSN(\ é"’s < os €4
marushki sth
(@ Resolved Address: & 0x21a06D452a1f49f55635ECAC61348dF606EdIbAE ™ :
@ Expiration Date: 2027.01.07 at 11:26 Oxd67e50d7b8aEA2SA28EBISTAF 845
(@ Registrant: 0x766F09fd7d7DESE258d1c5de2492B2d530344d6B v
O

@ Controller: 0xf5060c5Bf18Ad50132eF4cSfE65D52eBc55ee025 E’

0x2b7E2E8408A1d984513e75ch A0
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https://etherscan.io/address/0x21a06D452a1f49f55635ECAc61348dF606Ed9bAe
https://etherscan.io/address/0xf5060c5Bf18Ad50132eF4c9fE65D52eBc55ee025
https://etherscan.io/address/0x766F09fd7d7DE5E258d1c5de2492B2d530344d6B

Wallet Address to Identity - Off-chain Analysis

NFT Marketplnce
(opensea, Poundation, racble ...)

Web3 websites
(comnection with wallet) Quest
(Galxe, Guild, Questw,...)

ﬁss mentionned in o

l:-log or Prcse»«t in github

6;003[9_ Dork

_J

A’L( Ttter }

— Address mentionned in o
e — \

Web2.5 websites
(link wallet to Proﬁlc; dune, mind...)

Amlys\s tools Labels (Sanctions List .
(Etherscan, Metasleuth, Arkham...)
> Use by seller, for alormt on /
[ DarkWeb Pomms/market‘slacﬂ,’l

FHZZ'NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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Example: Identities behind those wallets

3
Offchain
0x93de8bed2ffflfdba2dcd18546849.

Onchain
marushki (ope_nse_a) 2 O l
L U
H H
/ 0x21a06D452a1f49f55635ECACE1348. 0xeb0D9C f93501cf39527b2e246b31D.
b
jfilche bamyach

o
4 0x93DE..2A4A Joined March 2021 marUShkl

0 n
NFT 4 0x21a0..9bAe Joined March 2021 TR, Bv E

il 0xf5060c58f18Ad50132eF 4cSfEESDS. 0xf701cdd11bedc32434bd498468f5h.

Opensea mariaipatova % l el l s

B N U L
fikes H 2 )
t " oo °s “s
/ 0x766F09fd7d7DE SE 258d1c5de24928 0x116cefdaS07b6e7be67baa27b3lbs.
W
-~ marushia eth

APlIche. (OPQV\SCQ) S E«

= 2

0xd67e50d7b8aEA2Sd2BE8397AF 845d.

|

Julian Maria g.
@Jfilche @marushki_ Twitter

0x2b7E 268 40841098451 3e75cbffA00.

F“ZZ'NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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Example: How to confirm it’s the same people/friends?

e Maria made a tweet abouta TOONZ #5081

Maria @marushki_ - 8 janv. 2022
Meet the Dic-Tater

o InApril 2022, 0x21a6 was the owner of this NFT

(™ Julian
%~ Basyall!
™ Maria
Not hung up yet but damn is it pretty@ cbwagmi @DegenToonz

Item Activity
A total of 9 records found st || <) ((Paged oft |
@ Txn Hash Age Action Price From To
@ 0xd0d6f3b0c766cafa2. 39 days 5 hrs ago Sale e 0.189 ETH ($347.71) 0xb813f3...E9f2C6CS - O Oxwn.eth
® 0Ox5ae1e153592¢4539.. 39 days 19 hrs ago Sale e 0.20801 WETH ($382.68) 0OxDadDée...4E39de53 - 0xb813f3...E9f2C6CS5
® 0xe672b4b196c45ec2. 39 days 19 hrs ago Sale . 0.2 Blur Pool O david-taylor.eth - OxDadDée...4E39de53
® 0x09c9bb8e84981d41 113 days 8 hrs ago Sale e 0.6 ETH ($1,103.83) 0x3Dd932...e2a937Ba - () david-taylor.eth
® 0x1269f67e284e29269. 122 days 7 hrs ago Sale . 0.52 Blur Pool Q) suthie.eth - 0x3Dd932...e2a937Ba
@® 0x8c2b618ac3d2120d... 122 days 10 hrs ago Sale e 0.57 ETH ($1,048.63) 0x766F09...30344d6B - O suthie.eth
@ OxfefadafeSbef88a84c. 122 days 21 hrs ago Transfer 0xf5060c...c55ee025 - 0x766F09...30344d6B
1 =
@® Oxa3f7ab66a3e51c665... 170 days 14 hrs ago Transfer 0x21a06D...06Ed9bAe - 0xf5060c...c55ee025
® 0x684b601f512447a07. 472 days 3 hrs ago Mint Null: 0x000...000 - 0x21a06D...06Ed9bAe
[ [
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https://etherscan.io/nft/0x19b86299c21505cdf59ce63740b240a9c822b5e4/5081

Use-cases
Public Personality Profiling & Analysis

F“ZZ'NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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Bernard Arnault owns NFTs?

lan Rogers (Former chief digital officer at LVMH)

o  Sayduring Aarthi and Sriram’s Good Time Show podcast.

e “ldon’tthink he’d mind if | said this—he has shown
me, of his own volition, his OpenSea page,” said
Rogers, referencing a digital NFT marketplace. “Which
means he had to pull out his phone, find it, and then
take me through it. So, yes.”

e Let’strytofind Bernard's NFT Wallet!

° Source: Observer - link

LVMH’s Bernard Arnault
Has a Secret NFT
Collection

The billionaire is a prominent art collector and opened a private
museum but has expressed doubts about digital artwork as an
investment.

By Alexandra Tremayne-Pengelly - 05/03/23 2:48pm

0000

HIZZING © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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https://observer.com/2023/05/lvmh-bernard-arnault-nfts/

User to Wallet Address - Process overview

Loock on every site
ore usemame can be linked to an
address

ern
Ch%ck NPt with Domain/Handle
this uswame=% NFT
U Sef‘ Pro?le Picture

_\ Who is/was the owner

Post Show an NFT

address/blockehain domai

Look for the transaction
onchain

Information about onchain ac‘t’.v‘;‘ty; A
Payment, Buying swth ... Transactions
‘ Bio [
address/blockehain domain
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Arnault’s family & LVMH @ NFTs

e Frederic Arnault - Twitter e Alexandre Arnault - Twitter
o  CEO of watch brand Tag Heuer o  CEO of jewelry brand Tiffany & Co.

% Frédéric ARNAULT @f arnault - Jun 17, 2022
h #wristroll @BoredApeYC

Alexandre Arnault & | @alexarnault - Apr7,2022
B When punks go wild at @TiffanyAndCo
#3167
Rose gold and enamel Cryptopunk.

Sapphire and Mozambique baguette Ruby glasses, yellow diamond round
earring.

Frédéric ARNAULT

|
wlt
Lt

Alexandre Arnault

LFG!

-
-

CRYPTOPUNK #3167

-nfl

Q 651 v 1,074 Q 4916 il &
Q 476 v 622 Q 4142 iht & '

HIZZING © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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https://twitter.com/f_arnault
https://twitter.com/alexarnault

How to find the wallet behind an NFT?

e NFT Reverse Image Search

e Googleimage search

FUZZING

o

O
o
o

Fingible

NFT Finder

Bing.ly

Not working well with a screen capture

o} https://ima ges.goog le.com/ CryptoPunk #3167 CryptoPunk #3180 CryptoPunk #3209
o  look for NFT marketplace results
Last sale: 160 ETH Last sale: 104.99 ETH
e OpenSea/Marketplace
o  Traitfiltering - link
3D Glasses 286
e Allmage Similarity is your friend &
Male 6,039
© FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023 23
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https://fingible.nftport.xyz/
https://www.nyckel.com/nft-finder/
https://bing.ly/
https://images.google.com/
https://opensea.io/collection/cryptopunks?search[stringTraits][0][name]=type&search[stringTraits][0][values][0]=Male&search[stringTraits][1][name]=accessory&search[stringTraits][1][values][0]=3D%20Glasses

OpenSea Profiles

Frederic Alexandre
([ ] AddI’GSSI 0xcB142075Ae31E89D939B74494415B3d7d9b0BFF0O [ J Add ress: 0xa22df8a27f62ad49e2a3d23ceafag86421ecl151c
e OpenSea Profile - link e OpenSea Profile - link
#4215
2 Bored Ape Yacht Club €@
" Chromie Squiggle #7100

Chromie Squiggle by Snowfro €@

CloneX #6147
CLONE X - X TAKASHI MURAKAMI &

. Murakami Lucky Cat Coin Bank Unnamed

Murakami Lucky Cat Coin Bank ° 4 0xA22D..15lc Joined February 2022
] #0855
Admit One r GEISAI #22 & Classic Yellow GreenxMay Green #002
J GEISAI #22 & Classic Official NFT @
. Invisible Friends #2533 Unnamed
- Invisible Friends & 4 OxcBl4..BFFO Joined November 2022 CryptoPunk #3167

. CryptoPunks €
g Murakami.Flower #3104

Murakami.Flowers Official €@

F“ZZ'NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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https://etherscan.io/address/0xcB142075Ae31E89D939B74494415B3d7d9b0BFF0
https://opensea.io/0xcB142075Ae31E89D939B74494415B3d7d9b0BFF0?search[sortAscending]=false&search[sortBy]=FLOOR_PRICE
https://etherscan.io/address/0xa22df8a27f62ad49e2a3d23cea0a86421ec1151c
https://opensea.io/0xA22DF8a27f62AD49e2A3D23cEa0A86421ec1151c

On-chain Analysis

s
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Wallet Clusterization through Time Correlation

Might be Alexondre's
wallets

e Getall the transactions for each address

Alexandre's wallets

e Foreach transaction from a wallet
o look for other transactions from other
wallets within a predefined time window
o  Graph the data with weighted relation based
on the frequency of close interactions
between addresses

Own Alexondre

Punk

e What’s the purpose?
o  Differentiate multiple users behind a list of
highly connected addresses.
o  Find all wallets controlled by a single user.

Own Frederic
Baye
Probab[y not Frederic

nor A[e)(omclre

HIZZING © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023 26



Does Alexandre is doing NFT insider trading?

e Pre-reveal (Blind auction) FivTECH - DAY cove
° Moone knows the rarity of each NFT Did The Son Of The World’s Third-Richest Person
= Bid 32% more to get #9021 Trade NIF'Is With Inside Information?

m Bid 58% moreto get #7777
m Bidfor7 other NFT

e After Reveal
o  Hebid on 5 of the 10 rarest and win 3
o  Sell #9021 for $14,700

m  377% gain, $11,600 profit —

o Sell #7777 for $12,900 R\
m  330% gain, $9000 profit - |

o  Use multiple wallets to make the trades oy X

e N

e Coulditberandom? Odds are 1/440,000
o Incomparison, lifetime odds of getting struck by lightning are about 1/15,000

e  Source: Forbes Article using Convex Labs analysis - link

FUZZ'NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023 27


https://opensea.io/assets/ethereum/0x14e0a1f310e2b7e321c91f58847e98b8c802f6ef/9021
https://opensea.io/assets/ethereum/0x14e0a1f310e2b7e321c91f58847e98b8c802f6ef/7777
https://opensea.io/assets/ethereum/0x14e0a1f310e2b7e321c91f58847e98b8c802f6ef/9021
https://opensea.io/assets/ethereum/0x14e0a1f310e2b7e321c91f58847e98b8c802f6ef/7777
https://www.forbes.com/sites/jeffkauflin/2022/03/30/did-the-son-of-the-worlds-third-richest-man-trade-nfts-with-inside-information/?sh=691ddf9d5f47

Do we find Bernard Arnault's NFT wallet?

e No, but one of Alexandre’s wallets is surprising...

e Address: 0x7533374f6b7CEF86DA4754352eB21Cf2d9664D00
e Opensea profile: lepatron444

o  “lepatron” mean “theboss” in French lepatron444
o 444 might refer to LVMH's market cap valorization (444 billion) # 0x7533.4D00  Joined February 2022
. . Collected 7 Created Favorited Activity More v
e This wallet owner created a collection of NFT

3items

ﬂ lepatron444 Collection
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https://etherscan.io/address/0x7533374f6b7cef86da4754352eb21cf2d9664d00
https://opensea.io/lepatron444

Use-cases
Rug-Pull Victims Identification
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What is a Rug-Pull?

e Arugpullisascam wherea
cryptocurrency or NFT developer
hypes a project to attract
investor money, only to
suddenly shut down or
disappear, taking investor assets
with them.

e The name comes from the idiom
“to pull the rug out” from under
someone, leaving the victim
off-balance and scrambling.

° Source: Comparitech’s Worldwide crypto &
NFT rug pulls and scams tracker - link

FUZZING

Total # of Rug Pulls & Scams Actual Amount Stolen (USD)
633 26,673,732,386

51,547,889,045

Amount Stolen in Today’s Value (USD)

# of Rug Pulls & Scams by Month and Year
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https://www.comparitech.com/crypto/cryptocurrency-scams/
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Rug-Pull Victims Identification
Frosties

© FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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What is Frosties?

e One of the first cases of rug-pull charged by the U.S
o  ~$1.2 Million NFT Fraud Scheme
e 20 yearsold founders:
o  Ethan Nguyen & Andre Llacuna
e Got charges for
o  conspiracy to commit Wire Fraud
o  conspiracy to commit Money Laundering
m  Usage of Tornado Cash
e They were planning to create another one
o  “Embers” for around $1.5 Million

° Sources: PRESS RELEASE - link, FINAL Complaint - link

% United States About SDNY | FindHelp | Contact Us

) :
Southern District of New York

es v News v Resources v Pro; S v Employment Contact v

Justice.gov > U.S. Attorneys > Southern District of New York > Press Releases > Two Defendants Charged In Non-Fungible Token
(“NFT") Fraud And Money Laundering Scheme

PRESS RELEASE

Two Defendants Charged In Non-Fungible Token
(“NFT”) Fraud And Money Laundering Scheme

Thursday, March 24, 2022 For Immediate Release

- U.S. Attorney's Office, Southern District of New York
Share >

Defendants Executed a $1 Million NFT Fraud Scheme in January 2022, and Were Preparing to Execute
a Second Prior to Their Arrests

Damian Williams, the United States Attorney for the Southern District of New York, Thomas Fattorusso, Special Agent in Charge of
the New York Field Office of the Internal Revenue Service, Criminal Investigation (“IRS-CI"), Ricky J. Patel, the Acting Special
Agent-in-Charge of the New York Field Office of the Department of Homeland Security (“HSI”), and Daniel B. Brubaker, Inspector-
in-Charge of the New York Office of the U.S. Postal Inspection Service (“USPIS”), announced that ETHAN NGUYEN, a/k/a
“Frostie,” a/k/a “Jakefiftyeight,” a/k/a “Jobo,” a/k/a “Joboethan,” a/k/a “Meltfrost,” and ANDRE LLACUNA, a/k/a “heyandre,” were
charged in a criminal complaint with conspiracy to commit wire fraud and conspiracy to commit money laundering, in connection
with a million-dollar scheme to defraud purchasers of NFTs advertised as “Frosties.” Rather than providing the benefits
advertised to Frosties NFT purchasers, NGUYEN and LLACUNA transferred the cryptocurrency proceeds of the scheme to various
cryptocurrency wallets under their control. Prior to their arrests in Los Angeles, California, NGUYEN and LLACUNA were
preparing to launch the sale of a second set of NFTs advertised as “Embers,” which was anticipated to generate approximately
$1.5 million in cryptocurrency proceeds.
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https://www.justice.gov/usao-sdny/pr/two-defendants-charged-non-fungible-token-nft-fraud-and-money-laundering-scheme-0
https://www.justice.gov/usao-sdny/press-release/file/1486846/download

Frosties victims - Analysis & Identifications

e Why are we doing that?
o  Help law enforcement identify victims.
o  Help lawyers with class actions.

e What are we looking for?
o  Any point of contact

m Twitter, Reddit, Github, Mail, etc.

o  Timezone/Location information
Language
o  Usage of exchange with KYC/AML

o

Twitter found from:

Onchain

Offchain

FUZZING
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Count

2000 1

1500 A

1000 A

500 A

100.00%

Info an addresses
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0
[
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o
o
©
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handle

avatar

reddit

telegram

dune

instagram

HEE User provided info
Potential info
EEm Verified info

5.03% 4.69%
1.10%

galxe
discord
email
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Rug-Pull Victims Identification
Animoon
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What is Animoon? $6.3M NFT Rug-Pull

e Classic PFP NFT project
o  Website, Opensea, Instagram
o  Advertised as a P2E game
m  with utilities such as large giveaways
m  breeding, IRL trips, & more.
o Claimsto
m  Have an NDA signed with Pokémon

m  Beworking with Bandai Namco (Digimon) 0 1
© PromOted by Jake PaUI Animoon Contract Deployer (@maximadan® ) Binance(0xcat). o
|
L Created by / / Binance (0x6ea)
o Marc Blata ((@ marc b lata) Animoon Contract ($6.3m Rug).~ Animoon Co-Founder (@marc_| blatag/’" 1
m  Real name: Singainy Marc Oceane . e t \ s aag i
o  Maxime Adam (@MaximAdam ) \
N x3410.ub589 Kucoin 7
m  Real name: Mounis Mokaddem smartdeveth ®

®  Source: ZachXBT Analysis - link

0 1 2
FHZZ'NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023 35


https://www.animoon.io/
https://opensea.io/collection/theanimoon
https://www.instagram.com/animoon_therise/
https://twitter.com/marc_blata
https://twitter.com/MaximAdam_
https://twitter.com/zachxbt/status/1532390797479403521

Animoon victims - Analysis & Identifications

100.00% Info an addresses

e Verified information 5000 -
o Information verified by a
J website (ex: OpenSea, Galxe)
4000 -
67.45%
e User-provided information L0
o Information provided by the 3
. user but not verified (ex: ENS) °
2000 A
1000 A
° Information
o  Otherinformation found using
@ Osint tools on handles related o
\ to the address (ex: Maigret) 2 3 % g g ;Ss
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How to detect Timezone/Location?

1000

Timezone distribution UTC

e On-chain
o  Transactions timestamps
o NFTs with location information (POAP, etc.)

e Off-chain
o  Twitter description location & language
o  OpenSea bio language

Nb of wallets

Timezone (x100)

Occurrences of Countries (Ordered)

United States
United Kingdom

Australia

France

‘ Canada
Deutschlav[\_g

a

KasakcTtaH

Q & Wleble lJb\«s lJecrs
zuela
New Zealand/Aotearoa
Espaii
a EI]DDDDDDD
Nigeria

i B

W g

e ¢

0
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What French victims should do?

e Weidentify:
~ 20 french & ~ 50 french speaking victims

o

e Contacts

FUZZING
(LABS

o
o

Tweet
Tweet #2

ZIEGLER & ASSOCIES
@ZieglerAssocies

Le cabinet entame un recours concernant la soupgonnée arnaque

d'’ANIMOON. Si vous avez investi et n'avait eu aucun retour, contactez le

cabinet ! Participez au recours : bit.ly/3xunBi6

#animoon #nft #crypto
Translate Tweet

Recours NFT

Le cabinet entame
un recours collectif
concernant une
arnaque aux NFT.

DECOUVREZ EN QUOT
CONSISTE LE RECOURS

e

6:28 PM - Jun 17, 2022

Recours NFT

Récemment, le projet ANIMOON — qui a réussi
& regrouper plus de 5 @@ investisseurs pour
un montant tots 6.3 e
dollars est soupg

Promettant des gains et avantages trés
importants aux premiers investisseurs, & ce jour
prés de 5 mois aprés la vente des NFTs, aucun

de ses engagements n'a &té dalivre.

Recours NFT

Si vous avez fnvesti dans ce proiet et avez été
victime des mensonges et manipulations des
fondateurs du  projet mais aussi des
influenceurs ayant fait sa promotion, il est

temps de faire valoir vos droits.

l

Collectif AVI &
@collectifAvi

#CommuniquédePresse du #collectifAVI : Des #influenceurs de la
téléréalité, dont #marchlata, visés par une plainte pour escroquerie en
bande organisée. Une conférence de presse sera organisée avec le
cabinet @ZieglerAssociés le 23 janvier a Paris.

bit.ly/3iwyA78

Translate Tweet

COMMUNIQUE DE PRESSE DU COLLECTIF AVI

Pars b 2 janvier 2073

Pour o premidre ois enFrance,

U conornes e gnce o orgase s de vt o s ot et
1023 janvier 2023 3 9500,  FEspace Hamaiin, Sallo du Consel
17 rwe deFAmieal Hameli, 7516 Parts.

o rbsrce derepesentars u Cobctt A1 s ot g & s

coner couters an

1:27 PM - Jan 12, 2023 - 189K Views

© FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023

accompag
mettent des “influvoleurs® de téléréalité
face aux conséquen iques de leurs actes
une plainte pour escroguerie en bande organisée
sera prochainement déposée a Paris

Une conférence de presse est organisée sur cet événement
le 23 janvier 2023 a 8h00
a I'Espace Hamelin Salle du Conseil
17 rue de I'Amiral Hamelin 75116 Paris
en présence de représentants
du Collectif AVI et du cabinet Ziegler & Associés.



https://twitter.com/ZieglerAssocies/status/1537834456312078342?t=ZDg1lS32e-Dh7hGe5CcbNg&s=19
https://twitter.com/collectifAvi/status/1613512891679887361

Use-cases
Tornado Cash
User Statistics & Deanonymization
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What is Tornado Cash ?

e Tornado Cash

Open source, non-custodial

Fully decentralized cryptocurrency tumbler/mixing service
Running on EVM-compatible networks

o
O
o
o
o

Used worldwide as a money-laundering platform.

= o
2
«— Withdraw TX ]

1
Address A Deposit TX —> Address B
o—— Refunds 5

e InAugust of 2022
o  theU.S. Treasury's Office of Foreign Assets Control (OFAC)
sanctioned Tornado Cash.
o  Blacklisted the service, making it illegal for US citizens,
residents, and companies to use.

e How many Americans used Tornado Cash in 2022?

Designed to make it harder to trace cryptocurrency transactions.

Activity Count

800 A

600

400 A

200 A

HIZZ|NG © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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How does Tornado Cash work?

FUZZING
(LABS

Processus

o  Depositor (A) sends ETH to Tornado Cash pool
m  Fixed values per pool: 0.1, 1,10, 100 ETH
m  Generate arandom key: note

o  Wait some time to improve the privacy

o  Auser (address B or a Relayer) withdraw
m  Provide proof of the note

o  Money is sent to the Receiver

Different actors
o  Depositor: send the money
o  Withdrawer:
m  Relayer: withdraw for someone else
m  Receiver: receive the money

Sources:
o  Whatisa cryptocurrency mixer and how does it work? - link

o  How does Tornado Cash work? - link

-
- — -
- s o

1.Deposit ~2.Withdraw 2. Withdraw
~

\ \\

\
3.Refunds \
Address a Address b \

Y 9
m— l 0
Send the Parameters > s
- ~
User

Relayer

-

Tornado

o)
A
A Cash 1
A

% =
o= e,

o Analysis of Address Linkability in Tornado Cash on Ethereum - link

© FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023
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https://cointelegraph.com/explained/what-is-a-cryptocurrency-mixer-and-how-does-it-work
https://www.coincenter.org/education/advanced-topics/how-does-tornado-cash-work/
https://link.springer.com/chapter/10.1007/978-981-16-9229-1_3

Depositor Statistics (Feb - Dec 2022)

e Global statistics
o 50687 transactions
o 15722 unique addresses

- — .
-

L
1.Deposit

(]
!

e  OSINT statistics
o  Most wallets <1yearold
o  ~5B0users located in the USA

B [Sence parameters >
User

Dates of wallet creation

601

16.40%

B
S
L

w
S
L

1.52% 1.47% 1.39% 1.17% 0.89% 0.60% 0.36%

Occurrence

201

nft
github
reddit

— 1

s g e X
© £~ 3 ©
b

@ 2 o

handle
website
discord
email

10 A

telegram
instagram

2018 2019 2020 2021 2022
Time

F“ZZING © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023 42



Withdrawer Statistics (Feb - Dec 2022)

e Global statistics
o 50024 transactions
© 1444 unique addresses

]
° Withdrawer & Receiver L

o  Already have ETH to spend to initiate withdrawing
m le. Already funded address
e Different Withdrawer & Receiver
o No need for any money in the wallet to pay the transaction fees
m  The Relayer takes a cut on the retrieved ETH Withdraw to an other address
o  Meaning a brand-new wallet can be directly funded with Tornado

-
-~

T2 Withdraw  2.Withdr

aw
~
~

. —J\\\
| | Send the Parameters >

e e —. 7
Rela

y

Hmm Different address
Same address

e  OSINT statistics
o  Recipient:
m 20k +recipients
o  Relayer:
m 257relayers

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
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Conclusion & Future
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Conclusion & Future

e Takeaways

Blockchain OSINT is fun and surprising
Accessible with only public tools

A good start to discover how blockchains work
Mandatory to control your OPSEC

O O O O

e How blockchains will evolve in the future?
o  Better adoption and native integration
o  More day-to-day users
o  Privacy-Oriented Blockchain L1/L2
m Leveraging on ZKP (zero-knowledge proof)
m Ethereum ERC-5564: Stealth Addresses

Web 1.0
e What are Fuzzinglab's next steps?
o  Continued building our web3 deanonymization product %

o  More talks, training & workshops

° Sources: Cryptocurrency Adoption Across Europe and America 2021 - link

HIZZING © FuzzingLabs - Cryptocurrency & NFT OSINT - LeHack 2023

Web 2.0

Signin with Google &
Sign in with Facebook ﬂ
Sign in with Twitter W

web3

connect wallet
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https://eips.ethereum.org/EIPS/eip-5564
https://triple-a.io/white-paper-cryptocurrency-adoption-across-europe-and-america-2021/

Thanks for your time! Any questions?

e Thanksto
o  LeHack staff, Sylvain, OSINT-FR, Fuzzinglabs team, etc.

cHACK
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IWERMEL PRAMICY

Patrick
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e Twitter: @Pat Ventuzelo
e Mail: patrick@fuzzinglabs.com
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