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Fuzzing and vulnerability research
Development of security tools

e Training/Online courses
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Rust Security Audit & Fuzzing

Go Security Audit & Fuzzing
WebAssembly Reversing & Analysis
Ethereum/Solidity Security (WIP)
Cairo Security (WIP)
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e Blockchain security since 2016
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EthCC speaker (twice), Devcon speaker

Creator of Octopus

Public research about EVM reversing & analysis

Lead developer of Beaconfuzz, eth2 differential fuzzer
Fuzzing and audits of dozen of L1/L2 implementations
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https://github.com/FuzzingLabs/octopus
https://github.com/sigp/beacon-fuzz
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What’s fuzzing?

e Fuzzing or fuzz testing is an automated software testing technique that involves providing invalid,
unexpected, or random data as inputs to a computer program. The program is then monitored for
exceptions such as crashes, failing built-in code assertions, or for finding potential memory leaks and other

unexpected behaviors - source

RO B WIHITE BOX
o
e The most efficient technique to find bugs! m @
[ SORE KO EI0E FULL KNOWLEDGE
e Different fuzzing approaches:
o  Black box: —
m  Youdon’t have any real knowledge of the target v
m Youdon’t have access to the source code /’ ok
m  You are not able to recompile the target. l //
o  Gray box: Start Check Triage
m  You have some knowledge of the target e R s
m  You are not able to recompile the target. ‘\ f | Hengr fidtinceae \'\\
o White box: \ ! | v krown? |
m  You have access to the source code I Save /
. program test /
m  Youcanrecompile the target. e
A e
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https://en.wikipedia.org/wiki/Fuzzing

Existing Ethereum smart contract fuzzers

Echidna
Trail of Bits

AT ChainFuzz

"l 15 - ChainSecurity

Foundry | &2
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ContractFuzzer Harvey fuzzing-like-a-degen
Academic Consensys Oxalpharush
research Dilligence (Trail of Bits)
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Existing fuzzers - Quick overview

Echidna ContractFuzzer ChainFuzz Harvey Foundry fuzzing-like-a-degen
Open-source Yes Yes Yes No Yes Yes
ChainSacurity:
vty . Oxalpharush/fuzzing-like-

orytic/echicna @ Clanios. o 2
T e R “  foundry-rs/foundry I{s“"’&_ ) i

. gongball/ PR ol O e NS0 cubor 14

Rimen HE_ AT o ContractFuzzer v s ook o i
£ o by o “1 2 ru- L DE Vaa O
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https://github.com/crytic/echidna
https://github.com/gongbell/ContractFuzzer
https://github.com/ChainSecurity/ChainFuzz
https://github.com/foundry-rs/foundry
https://github.com/0xalpharush/fuzzing-like-a-degen

Existing fuzzers - Quick overview

Fade mLM S

Echidna ContractFuzzer ChainFuzz Harvey Foundry fuzzing-like-a-degen
Open-source Yes Yes Yes No Yes Yes
Language of Haskell Go Go Unknown Rust Python
development
ChainSacurity:
e o Oxalpharush/fuzzing-like-
orvtic/echicina @ Clanios. e ¢ |
S RS °. foundry-rsifoundry &% )
) gongball! Fiundz o siind G pwabes v ok 14 :
b e =AY (%) ContractFuzzer |.-..|.| ':u..p... Ry ol o
SEAC o
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https://github.com/crytic/echidna
https://github.com/gongbell/ContractFuzzer
https://github.com/ChainSecurity/ChainFuzz
https://github.com/foundry-rs/foundry
https://github.com/0xalpharush/fuzzing-like-a-degen

Existing fuzzers - Quick overview

Echidna ContractFuzzer ChainFuzz Harvey Foundry fuzzing-like-a-degen
Open-source Yes Yes Yes No Yes Yes
Language of Haskell Go Go Unknown Rust Python
development
Documentation Yes No No Not public Yes No
ChainSacurity:
) ” Oxalpharush/fuzzing-like-
orvtic/echicina @ Clanios. e ¢ |
S RS °. foundry-rsifoundry &% )
) gongball! Fiundz o siind G pwabes v ok 14 :
b e =AY (%) ContractFuzzer |.-..|.| ':u..v... Ry o
. . \-‘. o .1, (5 \'J =l 1} Voas l‘)
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https://github.com/crytic/echidna
https://github.com/gongbell/ContractFuzzer
https://github.com/ChainSecurity/ChainFuzz
https://github.com/foundry-rs/foundry
https://github.com/0xalpharush/fuzzing-like-a-degen

Existing fuzzers - Quick overview

Echidna ContractFuzzer ChainFuzz Harvey Foundry fuzzing-like-a-degen
Open-source Yes Yes Yes No Yes Yes
Language of Haskell Go Go Unknown Rust Python
development
Documentation Yes No No Not public Yes No
Maintained Yes No No Yes Yes PoC
ChainSacurity:
xalpharusn/f -fike-
crytic/echidna @ Ch.aInFuz‘z. Sd:gcn uzzing-fike n
e TR “ _ foundry-rs/foundry 'f.f"‘?"g\l )
gongbell! P &l OEe Wl - wubi 4 ’
& 03 o ContractFuzzer - Babls v s
£ = ;.,. -\.- v o .1 (5] w =] . WX b4 ::a ]

© 2022 FuzzingLabs - EthCC5


https://github.com/crytic/echidna
https://github.com/gongbell/ContractFuzzer
https://github.com/ChainSecurity/ChainFuzz
https://github.com/foundry-rs/foundry
https://github.com/0xalpharush/fuzzing-like-a-degen
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Fuzzers internals - Main features

1. Input generation
o  Create transactions and sequence of transactions

FUZZ'NG © 2022 FuzzingLabs - EthCC5
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Fuzzers internals - Input generation

e Generation of random input calldata
Leveraging on Solidity source code & Bytecode & ABI

o

o

to get Method IDs + function parameters types

More complicated if you only have the Bytecode

recturn

se |

Bytecode analysis to find the Method IDs
4-byte signatures DB to find parameters types

© 2022 FuzzingLabs - EthCC5

Function selector
(SHA-3 hash) Arguments

input datal 4byte I

CALLDATALOAD

l l CALLDATALOAD
CALLDATACOPY

......................

i function

......

i dispatching

EVM code Stack or Memory

EVM

12


https://www.4byte.directory/

Fuzzers internals - Input generation

e Generation of random input calldata
o  Leveraging on Solidity source code & Bytecode & ABI

m toget Method IDs + function parameters types
o  More complicated if you only have the Bytecode

DynamicPyramid()

m  Bytecode analysis to find the Method IDs

collectAllFees()

m  4-byte signatures DB to find parameters types %, e

e Generation of sequences of transactions

o  Will change the internal contract state
ETH

contract Rubixi {
address private owner;
function DynamicPyramid() { owner = msg.sender; }
function collectAllFees() { owner.send(collectedFees); }

FUZZ'NG‘ © 2022 FuzzingLabs - EthCC5

Owner
changed
(storage)

send()
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https://www.4byte.directory/

Fuzzers internals - Input generation

e Generation of random input calldata

o  Leveraging on Solidity source code & Bytecode & ABI e g Arguments
m  toget Method IDs + function parameters types input data | _dbyte |

o More complicated if you only have the Bytecode e
m  Bytecode analysis to find the Method IDs ~ =======mmmomoommmooooooooooooooooooooooooooooo oo
m  4-byte signatures DB to find parameters types

Function selector
(SHA-3 hash) Arguments

inpuldata[ 4byte [

. . T
e Generation of sequences of transactions o
o  Will change the internal contract state

inpuldata[ 4byte [ L N l

Echidna ContractFuzzer ChainFuzz Harvey Foundry fuzzing-like-a-degen

Smart contract Source code

Bytecode or Source code Source code | Source code | Source code
requirement

Bytecode + ABI

Input generation Rng Tx + seq Rng Tx + seq Rng Tx+seq | Rng Tx +seq | Rng Tx Rng Tx
FUZZ'”EZIG_} © 2022 FuzzingLabs - EthCC5 14
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Fuzzers internals - Main features

2. Execution engine ions o B :
saC =
o Run the contract bytecode . y \ /

FUZZ'NG © 2022 FuzzingLabs - EthCC5
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Fuzzers internals - Execution engine

e Local testnet hereun Viaual Machine (VA0

o  Setupand run a local testnet ’ Vit FOM
o  Easytoimplement using Ganache & —El i |
/ : : \ y

- B Program courter Stack Memory (Apcount| siorage
(7 | 1 __fc ]
o A Gas avaitsble
\ / S Gas i

N
Y
N |
N
m. m N Maching stale y Vo stale o
L — - N
< N i L persaime )
N
— N
N
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Fuzzers internals - Execution engine

e Local testnet a
o  Setupandrun alocal testnet _ 7
o  Easytoimplement using Ganache Ki _— E:;

/ N S

e EVM emulation

o  Directly process the Tx to the EVM

o  Execute the contract

o Generate the new state N\ /

o  Faster execution speed i:i L i:i

Echidna ContractFuzzer | ChainFuzz Harvey
Execution Local EVM Local testnet Local testnet Local testnet
environment (hevm) (Ganache) (Ganache)

FUZZING
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Elharsum Vinus! Macrens (EVM
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Program courter Stack Moemory (Aocount| slorage
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— Gus_|
Maching stale Wiod stale o
Foundry fuzzing-like-a-degen
Local EVM Local testnet
(revm) (Ganache)
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Fuzzers internals - Main features

3. Detection mechanisms
o  Detect when bugs or vulnerabilities occur

Program courder Stack

[
PG
Gaz avaitaklo
Gas
B Ting stale 9 h
e
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Fuzze

rs internals - Detection mechanisms

e EVM runtime exceptions

O O O O

ErrouLOfGas = srrors. Bl one of pes")

Errc

Errpegch

errinsyurficlencsalance Brrors.Ne incufficient balance for cransfer") vy E_ l.E

crreencraceadéresscolileien errors. gnCract agéress collision™) )-"V\I“F -4/\[\\‘

Saiid > Sterage

Crroxecutionioverced crreores., "execucion rever ¢ L r
aul-af-gas stack underfiow

ErrMaxfoasslzesxcecded = orrers, "max cofe £120 ¢

FrreTovalidlump == "invalig jump desciparion')

Erruricefracection =e

ErrRstur

Erréusui

rrinvalidcede

Erraonceviacoverticw
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Explicit opcodes: STOP, REVERT, SELFDESTRUCT, INVALID
Out of Gas, Illegal Instruction, etc. EVM

Zero division, Assertion failure, etc. invalia
Jump destination EVM code

Arithmetic Overflow/Underflow = D \

Invalid

C oporalions — =
b
Lors0uLa TGy = wrrar ontract crestion code storage ocut of gas") k
BIrOrs. "max call depch excesded") Giasava‘lvlﬂ
V

rice proceceion®)

"recurn dacy out of boumis")

DML of

Stack Memary

nLOver Flow = gus uincpd over Tl

"invalid code: must L begin with oxel™)

wew{"nonce ulntivad overfilow")
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Fuzzers internals - Detection mechanisms

L EVM runtime exceptions function sub(uint x, uint y) internal pure returns (uint z) {
o  Explicit opcodes: STOP, REVERT, SELFDESTRUCT, INVALID require((z = x - y) <= x);
o  Outof Gas, Illegal Instruction, etc. }
o  Zerodivision, Assertion failure, etc. T
o Arithmetic Overflow/Underflow T ——————

bytes32 senderSlate = votes[msg.sender];
address option = slates[senderSlate];

Y Property testing uint256 senderDeposit = deposits[msg.sender];
o  Testing function checking particular assertions

o USGfUl to detect lOgiC bugs assert(approvals[option] >= senderDeposit);
. 1
o  Need to be written manually
Echidna ContractFuzzer ChainFuzz Harvey Foundry fuzzing-like-a-degen
Runtime exceptions Yes Yes Yes Yes Yes No
Property testing Solidity Not supported Solidity Scribble/Solidity | Solidity Solidity
FUZZ'NEZIG} © 2022 FuzzinglLabs - EthCC5 20



Fuzzers internals - Main features

.

- =

4. Code coverage (EXTRA) — S T
o  Monitor the bytecode executed during fuzzing e

5. Corpus replay (EXTRA)
o  Re-execute previous testing inputs

6. Gasusage (EXTRA)
o  Detect abnormal gas consumption

FUZZ'NG © 2022 FuzzingLabs - EthCC5
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Fuzzers internals - Extra features

[ Code Coverage File % Stmts % Branch 1-;;;;:- b | ‘r;:- Uncovered |ines
1 1 1 ERC20/ 0 0 L) 4]
o  Monitor the code executed during fuzzing B i - ¥ s < F———
ERC20Internal .sol 180 i0p 100 10
SinploERC20, 50l 0 100 9 [} 18,16
WithPermit.sol 0 0 @ 0 |... 37,38,40,41
WithPermitAndfFixedDomain.sol 0 0 [} Q . 53,54,56,57
GreetingsRegistry/ 0 100 e [
GreetingsRegistry.sol 0 100 @ 0 | 14,28,24,25,26
Interfaces/ 100 100 100 100
FERC2612.501 100 100 100 100
IERC2612Standalone.sol 100 100 100 109
Libraries/ 160 100 100 160
Constants.sol 100 106 100 100
All files 0 o ] [}
Echidna ContractFuzzer | ChainFuzz Harvey Foundry fuzzing-like-a-degen
Code coverage Yes No Yes Yes Partial No

FUZZING
(LABS

© 2022 FuzzingLabs - EthCC5




Fuzzers internals - Extra features

[ ghvte |

e Code coverage

[ abye |

o Monitor the code executed during fuzzin L e =
| xecuted during fuzzing [wl° 4Ibs[n I : | - g &
4byte s -
e Corpus/Transactions replay e e P LY
o Re-execute previous testing inputs L] —— | ] o]
o  Make it easy to integrate into your Cl/CD (/ o T
E—=
Echidna ContractFuzzer | ChainFuzz Harvey Foundry fuzzing-like-a-degen
Code coverage Yes No Yes Yes Partial No
Corpus replay Yes No No Yes No No

FUZZING
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Fuzzers internals - Extra features

e Code coverage
o Monitor the code executed during fuzzing

e Corpus/Transactions replay
o  Re-execute previous testing inputs
o  Make it easy to integrate into your Cl/CD

e Gas usage report
o  Detect abnormal gas consumption

Code coverage
Corpus replay

Gas usage

FUZZING
(LABS

Echidna ContractFuzzer | ChainFuzz
Yes No Yes

Yes No No

Yes No No

© 2022 FuzzingLabs - EthCC5

fuzzing-like-a-degen

No

No

No
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Which one to choose?
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Input generation

Smart contract
requirement

Execution
environment

Runtime exceptions
Property violations
Code coverage
Corpus replay

Gas usage

Speed

FUZZING

Echidna

Rng Tx + seq

Source code

Local EVM
(hevm)

Yes
Solidity
Yes
Yes
Yes

Fast

ContractFuzzer

Rng Tx + seq

Bytecode or
Bytecode + ABI

Local testnet

Yes
Not supported
No
No
No

Unknown

ChainFuzz

Rng Tx + seq

Source code

Local testnet
(Ganache)

Yes
Solidity
Yes

No

No

Unknown

Harvey

Rng Tx + seq

Source code

Local testnet
(Ganache)

Yes
Scribble/Solidity
Yes

Yes

No

Unknown

© 2022 FuzzingLabs - EthCC5

Foundry

Rng Tx

Source code

Local EVM
(revm)

Yes
Solidity
Partial
No

Yes

Fast++

fuzzing-like-a-degen

Rng Tx

Source code

Local testnet
(Ganache)

No
Solidity
No
No
No

Slow++
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Input generation

Smart contract
requirement

Execution
environment

Runtime exceptions
Property violations
Code coverage
Corpus replay

Gas usage

Speed

FUZZING

Echidna

Rng Tx + seq

Source code

Local EVM
(hevm)

Yes
Solidity
Yes
Yes
Yes

Fast

ContractFuzzer

Rng Tx + seq

Bytecode or
Bytecode + ABI

Local testnet

Yes

Not supported
No

No

No

Unknown

ChainFuzz

Rng Tx + seq

Source code

Local testnet
(Ganache)

Yes
Solidity
Yes

No

No

Unknown

Harvey

Rng Tx + seq

Source code

Local testnet
(Ganache)

Yes
Scribble/Solidity
Yes

Yes

No

Unknown

Foundry

Rng Tx

Source code

Local EVM
(revm)

Yes
Solidity
Partial
No

Yes

Fast++

© 2022 FuzzingLabs - EthCC5

fuzzing-like-a-degen

Rng Tx

Source code

Local testnet
(Ganache)

No
Solidity
No
No
No

Slow++
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Which one to choose?

1. Echidna
o  One of the first fuzzer available
o  Detailed and in-depth tutorials and documentation
o The most complete

2.  Foundry
o  Really fast, extendable, and written in Rust
o  Active community 5
o  The most promising

m Adedicated fuzz subcommand should be available

3. Harvey
o  Lookto have all the features a good fuzzer needs
o  Butit’s CLOSED SOURCE!!!!!!In

e Do we need another fuzzer?
o  Maybe a BlackBox fuzzer (EVM bytecode only)
o  Detecting bugs at the bytecode level by monitoring contracts state

FUZZING
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Thanks for your time! Any questions?

Twitter: @Pat_Ventuzelo
Mail: patrick@fuzzinglabs.com

»
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